
 

INSIDER THREAT DEFENSE 
Security Behind The Firewall Is Our Business 

 
Insider Threat Defense Becomes Authorized Dealer For Agent Surefire Insider Threat Games ™ 
Insider Threat Defense in partnership with MAVI Interactive is excited to announce state of the art training / 
gaming for security professionals that are looking to reduce "Insider Threat" risks, that can be very costly and 
damaging. 
 
Agent Surefire Insider Threat Game Overview 
 The Agent Surefire Insider Threat Game is an immersive Information Assurance / Information Security 

training simulation (Point & Click), that will raise security professionals awareness on security best 
practices, and provide the knowledge to implement a defense-in-depth security posture in their 
organization. 

 The Agent Surefire Insider Threat Game ™ will allow individuals to get the "First Person Perspective" 
of being an Investigator /  Incident Handler to identify and uncover threats, vulnerabilities and 
weaknesses.  

 This unique real-world and interactive approach to training, will execute the "Insiders Playbook" of 
potential breach scenarios, and educate security professionals on how to find holes in your security 
defenses,  before an Insider does.  

 The game is designed to effortlessly bridge daily practices with the most common insider threats, cyber 
security threats and vulnerabilities. The engaging immersive content delivery allows learning by trial 
and error, situational awareness, immersed decision making, in a realistic work environment.  This 
learning environment simulates a real-world security breach scenario and engages the trainee to uncover 
and neutralize the attack.  

 This point-and-click adventure game delivers the training in about 1 to 6 hours. 1 hour will identify a 
minimum number of violations for a passing score. The trainee can continue to practice (For Up to 6 
Hours - Practice Makes Perfect) on the exciting storyline, by engaging in the "Catch The Insider" 
scenario. This additional level of entertaining training increases interest in the subject matter, generating 
greater repetition resulting in better retention and broader awareness of more complex risks. 

 Trainees take on the role of  Agent Surefire to scrutinize the work environment, find and categorize 
security vulnerabilities, gather clues to figure out how the attack has been engineered. The engaging 
scenario, the multi-sensory experience with varying levels of critical thinking challenges create dozens 
of "aha!" moments that help the trainee connect with how dangerous insider threat and cyber threats can 
be. 

 
Agent Sure Insider Threat Game - Threats and Vulnerabilities Covered 
The training / simulation contains more than 120 discoverable cases of information security violations that are 
categorized under 12 main threat categories 
distributed around the virtual environment.  
 Office Cabinets And Drawers Security 
 Improper Disposal Of Sensitive Documents 
 Improper Handling Of Sensitive Documents  
 Information Used In Social Engineering 
 Using Predictable PINs 
 Unauthorized Access 
 Malware Infection 
 Phishing Messages 
 Instant Messaging Abuse 
 Insider Abuse Of Internet Access 
 Lost Laptop Or Portable Devices 
 Theft of Personally Identifiable Information (PII) 

 
 

Agent Surefire Insider Threat Game - Video Overview 

https://vimeo.com/46310970
https://vimeo.com/46310970


 
Agent Sure Insider Threat Game Learning Objectives 
 Develop Attention To Detail 
 Identify And Distinguish Between Threats  / Vulnerabilities / Weaknesses 
 Develop Critical Thinking Skills & The Ability To Take Proactive Action 
 Reduce The Theft Of Intellectual Property / Sensitive Information, Financial Damages, Legal Expenses 

 
CompTlA Security+ Mapping 
The Agent Surefire Insider Threat Game maps to the majority of the CompTIA Security+ Certification training 
content.  CompTIA Security+ Domains; Systems Security, Network Infrastructure, Access Control, 
Assessments & Audits, Cryptography, Organizational Security. 
 
Target Audience 
U.S. Government Agencies (Department Of Defense Intelligence Community Agencies), Defense Industrial 
Base Contractors, Critical Infrastructure Providers, Aviation / Airline Security Professionals, large and small 
businesses.  
 
Target Individuals 
Chief Security Officers, Facilities Security Managers / Officers, Chief Information Security Officers, 
Information Systems Security Managers / Officers, Information Assurance Managers /  Officers, IT / Network 
Security Administrators, Computer Security Incident Responders, Computer Security-Forensics Investigators, 
Etc. 
 
Pricing 
The Agent Surefire Insider Threat Game is sold on a per user, per game basis.  Single Use License: $49.95. 
Quantity pricing available. (Post Game Insider Threat Risk Mitigation Guidance Provided) 
 
MAVI Company Profile 

 Launched in October 2008, MAVI Interactive, LLC is a privately held company that provides immersive 
game-based training products and services.  In the last 6 years the company's major focus has been 
creating groundbreaking products for information assurance, cyber security awareness and compliance 
training, serving medium and large business, government and higher education. As of the end of 2012 
MAVI Interactive began expanding its solutions to higher education and retail market solutions. MAVI 
Interactive's products are deployed around the world where the value of cutting edge educational 
technologies is recognized. 

 Our cybersecurity awareness products are being recognized as some of the most notable and cutting 
edge training products on the market. With nearly 100,000 deployments and countless user-driven 
updates to date, they are ready to help create remarkable reduction in the Human Factor / Insider Threat 
problem. 

 
Insider Threat Defense Company Profile 
 ITD is an industry leader and has become the "Go To Company" for Insider Threat Program 

Development Training TM / Insider Threat Risk Mitigation Training / Services. 
 ITD has provided our training and services to; U.S. Government Agencies, Defense Industrial Base 

(DIB) contractors, NCMS Members / Chapters, Defense Security Service (DSS) Reps, Critical 
Infrastructure Providers, Aviation / Airline Security Professionals, large and small businesses.   

 ITD was one of the first companies to offer Insider Threat Program Development Training (National 
Insider Threat Policy / NISPOM Conforming Change 2)  to the U.S. Government (DoD, IC) and DIB 
contractors, helping them understand and implement Insider Threat Program requirements. 

 ITD has provided training / risk mitigation services to 150+ companies, and close to 200 individuals. 
(Insider Threat Program Managers / FSO's, Insider Threat Risk Mitigation Professionals, DSS Reps.) 
ITD Clients 

 The CEO of ITD is the Founder-Chairman of the National Insider Threat Special Interest Group 
(NITSIG), one of the largest groups of Insider Threat Risk Mitigation Professionals. 

 

http://www.nationalinsiderthreatsig.org/itrmresources/National Insider Threat Policy-NCIX.pdf
http://www.nispomcc2training.com/
http://insiderthreatdefense.com/pdfs/ITD Client Listing.pdf
http://www.nationalinsiderthreatsig.org/index.html


 
Below are some of the customers that use the Agent Surefire Insider Threat Game for training purposes; 
 

     
 
 
Please contact Insider Threat Defense if you have any questions about the Agent Surefire Insider Threat Game, 
or if you would like to purchase the Agent Surefire Insider Threat Game. 
 
Contact Information 
Jim Henderson, CISSP, CCISO 
CEO Insider Threat Defense, TopSecretProtection.Com, Inc. 
Insider Threat Program Development Training Course Instructor 
Cyber Security-Information System Security Program Management Training Course Instructor 
Cyber Threat-Insider Threat Risk Assessment Auditor / Analyst 
Founder / Chairman Of The National Insider Threat Special Interest Group 
888-363-7241 / 561-809-6800 
Websites / E-Mail Addresses 
www.insiderthreatdefense.com 
www.nispomcc2training.com 
jimhenderson@insiderthreatdefense.com 
www.nationalinsiderthreatsig.org 
jimhenderson@nationalinsiderthreatsig.org 
 
 
 
 
 
 

http://www.insiderthreatdefense.com
http://www.nispomcc2training.com
http://www.nationalinsiderthreatsig.org

